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AThe content of this training materialis protected by copyrightowned
by the Customsand ExcisedDepartment Copyor copiesmadeof such
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skbased Supervisory Approach

Assessment Tools

' Offsite Monitoring Onsli;ilgleocrgopllqiance

Routine Compliance
Inspection

under S.9 of AMLO
Y,

l.e. Questionnaire of
AML/CFT for MSOs

Investigation
under S. 12 of AML
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i Section9, AMLO
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the MSO concerning any specified business record

K- Utilize a Central Database for Master Client List

@ection 10, AMLO
Producedalse or misleading record/ document/

1 Criminal Offence

Onindictment to a fine of $1,000,000 and to
imprisonment for 2year

Onsummary conviction to a fine at level 6 and t
imprisonment for 6months

answer in purported compliance with a requirement:
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Minor Shortfalls:
Letter of Key Findings

Routine Compliance Inspection

y” o
Specified \
_ business
Interview ¥ ecords /
with Staff transactions
Members

Non-
compliant

Substantial Breaches:
Investigationunder S.12




Investigation

Appointment of Investigators--S. 11, AMLO
U has reasonable cause to believe that an offence under the AMLO may have been committed

U for the purpose of considering whether to exercise @oyverunder section 21 or 43 of thaMLO

Powers of Investigatorg S.12, AMLO

In writing require a covered person-to

1.Produce ofany record odocument

2 Attend before the investigator at the
specified time and place

3.Answeranyquestion
4.Giveexplanation or furtheparticulars

Failure to comply with a requirement imposed under section 9 or 12 commits an offence.
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eficiencies ldentified from Compliance Inspection

Customer Record

W+SNATe Odzai2YSNRa ARSydAdGe o S

W Obtain written authorization if one purports to act on behalf of £
another person

TransactionRecord

W Record addresses (originator & recipient)
W Retain records permit reconstructiaf complete transaction
(i.e. WhatsApp orders, counterparty settlements)

Screening Record

W Recordthe date when screening was conducted
W Screening conducted towards recipients & agents
W Alertreviews with record kept to demonstrate procedures

CustomerRisk
1 3a453aayYSyld
Record

W Use of CRAScoring matrix with application of RBA
W Customers risks rated according to effective risk assessment framework

Enhanced Due Diligenc

0a955¢0

W Documentary proof to verifyransaction purposeSolf SowW
W Transaction monitoringvith meaningful parameters/ threshold set
W/ 2dzy 0 SNLI NOASEAQ NARAaila alF1Sy Aya?z

Suspicioudransaction
w S LJ2 NII Agyi3

0

W Sufficient management awareness and training on STR reporting
W Quantified risk assessment methodology and STR reporting chain
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Transaction
Record

05

Suspicious
Transaction
Reporting
(STR)

04

Ongoing
Monitoring
Record
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- Customs and Excise Department

Circular to MSO on
Record Keeping Requirements

B

Customs and Excise Department

MSSB/MIS 04/2022 .
- Circular

16 June 2022

Circular to Money Service Operators

Anti-Money Laundering / Counter-Terrorist Financing
Record-keeping Requirements

The Customs and Excise Department (“C&ED”) would hike to remuind Money Service
Operators (“MSOs”) of the importance of keeping accurate and up-to-date records and
documents 1in relation to money service business, in comphance with the requirements set out
in the Anti-Money Laundering and Counter-Terrorist Financing Ordimance (Cap. 615)
(“AMLO”) and the Guideline on Anti-Money Laundering and Counter-Financing of Terrorism
(For Money Service Operators) (“the Guideline™).
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MSSB/MIS 03/2023

22 November 2023 Circular

Circular to Money Service Operators
Anti-Money Laundering / Counter-Terrorist Financing (“AML/CFT™)

Supervisory Findings of Customer Due Diligence (“CDD”) Related Issues

This circular highlights the deficiencies or inadequacies identified by the Customs and
Excise Department (“C&ED”) from compliance inspections of licensees” AML/CFT
policies, procedures and controls (collectively referred to as “AML/CFT systems™). We
also provide expected regulatory standards and non-exhaustive examples of good practices
to assist money service operators (“MSOs”) in reviewing the adequacy of their AML/CFT
systems.

|dentified Issues:

CDD/CRAfailed to follow up on inconsistent
information providedby customers

|dentification and verification of a BQO
failed to identify, and take reasonablemeasure
to verify all beneficialowners

ldentification and Verification of PPTA
failed to identify the corporate customerand
treated a PPTAasthe customer




01

Customer Record 02

CRA/ :
At the outset ofestablishing éusiness customer Ef:;%cuon
relationship/ before carrying out an occasional Record

transaction:

Ve

E Obtain theoriginalor a copy of the document,
record of the data/ information obtained in the

05 03

course ofidentifying and verifyingthe identity Suspicious
of- Transaction Screening
! Reporting Record

(STR)

the customer
the beneficialowner of the customer

04

oo o

personpurport to acton behalfof the customer Ongoing
other connectedpartiesto the customer Monitoring
Record

***  MSOshouldmake appropriate enquirieswhere there are indications
that the customeris not actingon hisown behalf

(Chapter4.4.4 of Guidelineof AML/CFTor MSOs) f F
| Source of Func
7%

Source of We



Sy stomer Risk Assessment [CRA]

Record

|dentification Analysis Classification Controls Review & Update

A Customers A Methodology explained R . A Periodic/ Ad Hoc
Nationality A Rationaleof decision Di L espective
. ifferentiation of v A Level &type of
A Occupation/ Industry documented ! = (? JEUI Due Diligence : yP
¥ | . High Risk customers ongoing
: A Appropriateand measures o
Country / Region described in Scoring
Jurisdiction table / Matrix

Products/ Services
Money Changing
Remittance/ Wire
Transfer

Risk Factors )
Customer Name and Country Assessment
Type of Customer and Customer's Industry Assessment
Customer’s Source of Asset / Wealth

Customer’s Reputation

Account Type

Account’s Beneficial Owners

Anticipated Account Activities and Purpose of the Account

A MSO should adopt a RBA in the design and implementatipn
of CRAramework
Channels A Complexity of framework should be commensurate with the

A In-person e VI GdzZNBE ' yR &abubifess2 ¥ GKS a{ hQa
A NF2F severity A Keep records and relevant documents so that it can
Other Potential Risks - demonstrate to the CGE
A Sanctions / PEP nn . R . . oA s .
A Negative media | - n “ @K2g AU laaSaaSa uUKS Odzadu 2
coverage . “u (b) the extent of CDD measures and qngoing monitgring is,
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Transaction Record

Includingbut not limited to :

E Recordson sending/ receipt of instruction
using any instant messaging software/
mobile application

E Sufficient to permit reconstruction of
individualtransaction

0%

Transaction
Record
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: IR Transaction
Screening Record S E—

E PERist and SanctiorLists
E Screeningconduct against the customer,
any beneficial owner of the customerand

05

03

all relevant parties in a transaction Tsrgzggé‘;gi Screening
(includingthe recipientandintermediary) - Record

E Enhancedheckingesult (STR)

04

Ongoing
Monitoring
Record




Screening

Record FYIAFTYEYAYL 9t € 112K AYGCNAY S|

Non-Hong Kong PEP

A An individual who is or has been
entrusted with a prominent public
function in a place outside Hong
Kong

Former NonHong Kong PEFR

A An Individual who, being a nen
Hong Kong PEP, has been but is
currently entrusted with a
prominent public function in a place
outside Hong Kong

A A spouse, a partner, a child or a
parent of that individual A A spouse, a partner, a child or a

A A close associate of that individue parent of that individual

A A close associate of that individua



EDD measure®r non-Hong Kong P
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=> Screeningagainst commercially available databases

= Apply all following EDD measures:

1. Obtain senior management approval;
2. Takereasonabl¥ S| adzNBa (2 Of I NA F & SoWknsSo® dza
3. Conduct enhanced ongoing monitoring of the business relationship
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Risk Assessment towardsormer NonHong Kong PEP

The level of (informal)
influence that the individual
could still exercise

The seniority of the position
that the individual held as the
PEP; and

2 KSUKSNJ GKS A
previous and current function
are linked in any way
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conducting an appropriate riskssessment = contravening section 10 of sched

MSO does not appl¥EDD measures to a former néddong Kong PEP but without |




Sanction
Screening

Guideline on
Anti-Money Laundering and
Counter-Financing of Terrorism

(For Money Service Operators)

United Nations
Sanctions Ordinance

June 2023

Sanctions imposec by
other jurisdictions




Ongoing
Transaction
Monitoring

Ongoing
Customer
Monitoring

01

CRA/
Customer
Record

02

Transaction
Record

U reviewof customer U complex,unusuallylarge in amount
records periodically or U no apparent economic or lawful O
upontrigger events purpose 5

Suspicious 03
‘ l., I Transaction SoreaninG
C. O di | Reporting
| ; (STR) Record
S

Examine Background & purpose Rationale ofany decision 004
of transaction, findings and should be documented in ngoing
steps taken by MSO G- writing I

Record

Customs and Excise Department



ansaction Monitoring System ongoing

Monitoring
Record

Flagging of Unusual
e Transactions/ :

o Accurate CDD Records ) ' Activities o Evalua.tlor.\

o Effective Risk Assessment e |[nvestigation
¢ Rule-based Parameters * Escalation

(e.g.: automated system)
* |dentify Key Patterns
Data Inputs : g;igl'cng -
i Results

* Watch lists
e )/

F520dzYSYy i SR wdz GsaalatioAP®cedsgsA G A 2y a | ,
*Defined TransactioiMonitoring Responsibilities within the MSO Further Actions
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01 02

CRA/ Transaction
Customer Record
STRo JFIU Record

Keeprecords

{Prevent tippingoff

05

Internal reportof

03

unusualtransactions Suspicious
Transaction Screening
_ Reporting Record
02 Appointment of an MLR@s central (STR)

04

Ongoing
Monitoring
Record
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©ngoing CDD Monitoring

Customer Due

. Diligence
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Customer Risk
Assessment Enhanced Due

Diligence

Customer

- Records . .
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Monitoring System

stitutional — '

Risk Transaction Monitoring
Assessment Records Infrastructure

Red Flags/
Suspicious
Transaction

S,
STR
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MSSB/MIS 05/2021 Circular
13 December 2021
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. Circular to Money Service Operators
counterpartiesg

Anti-Money Laundering / Counter-Terrorist Financing

Unfulfilled crosy Money Laundering and Terrorist Financing Risks

border remittan 0\: N Associated with Delivery Channels
& ' '
Frozen accou

‘ i+ In view of recent incidents involving unfulfilled cross-border / cross boundary remittance
Deliver@hannel w VNPT SRl by Money Service Operators (“MSOs”) in which customers’ funds were frozen by the
Risks # use of particular , regulatory bodies or law enforcement agencies in other jurisdictions, the Customs and

/ ; Excise Department (“C&ED") would like to remind MSOs to exercise increased vigilance
on possible activities or transactions that are suspected to be related to the money laundering
and terrorist financing (“ML/TF”), and to reiterate the importance of institutional risk

assessment (“IRA™) conducted by MSOs, particularly on their delivery channel risks outside
Hong Kong, Nete!

S.19(3) of Sch.
AMLO:

\
procedures ‘ F
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Money Laundering and Terrorist Financing Risks
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|7 September 2024

Circular

Circular to Money Service Operators

Anti-Money Laundering/Counter-Terrorist Financing

Money Laundering and Terrorist Financing Risks

Associated with Third Party Payments

The Customs and Excise Department ("C&ED™) would like to draw Money Service
Operators” (“MS0s”) attention to the recent press briefing held by the Mimstry of Public
Security of the Mainland', which reported on the effectiveness of measures taken to combat
serious crimes derived from Macao’s “money exchange gangs™. The briefing highlights
joint efforts of the Ministry of Public Security and the Public Security Police Force of Macao
against cross-boundary money exchange syndicates which operate several criminal
networks involved in illegal activities related to money laundering (“ML”) and underground
money exchange with parallel trading of Renminbi and other currencies.

The C&ED notes with concern that the syndicated ML activities in neighbouring regions
pose heightened threats to the MSO sector given the geographic proximity and closely
connected financial activities among the Mamland, Hong Kong and Macao. Cross-
boundary remittance service offered by MSOs, particularly inward remittance mitiated by
transient customers, could be exploited as a conduit for transfer of crime proceeds. In
addition, the vulnerabilities of some MSOs are exacerbated by their acceptance of payment
from third parties”, as criminals would attempt to use third party payments for transactions
in order to obscure the identity of the beneficial owner or the source of illicit funds.

T8 = Assoclated with Third Party Payments

Expected standards on key contral
measures

U Takerreasonable steps toalearncaboutiyour
customers-andddentify the oeneficial.owng
of transactions

U MSOs/which accept thinchparty: payments
should putiinplace/cleamardetailed
policiesand proceduresdoscrutinizing: them

U MSOswhich arerunable to:put in:place
adequateccontrohmeasures to mitigate<the

inherently highrrisks and  meet thelrelevant
regulatory requirements shouldcnotaceept

any third party payment

AL~

[




Money Laundering and Terrorist Financing Risks
Assoclated with Third Party Payments

Due diligence process for assessing third pgrgyments
V criticallyevaluatethe reasons of andthe-need forithird papgyments;

V take reasonableneasures on a risgensitivetbasisto«verify the ddentities of-ttiard
parties -andascertain:the relationship oetween theithird partiescand tustomers;

V obtain approvalifromsseniomanagement fothe acceptance of a third-pargayment

V documentthe findingscof-enquiriessmade andrcorroboratesadencecobtainediuring
the due diligence process as: \welltas the approvalthird party payment

MSOs shouldpply enhanced scrutiny to those third parties which might pos
higherriskE YR S&adrofAadaK GKS NBt Sl yi
source ofunds involveth the corresponding transactions

*relativelylow risks include immediate family members (e.g. a spouse, parent or child)
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