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Anti-Money Laundering and Counter-Financing 
of Terrorism (AML/CFT) Systems

 Core mind-set: RBA
 Adopting a risk-based approach to establish and

implement adequate and appropriate AML/CFT
systems
 to ensure that proper safeguards exist to

mitigate the risks of ML/TF
 to prevent a contravention of any requirement

under Part 2 or 3 of Schedule 2 to the AMLO (i.e.
CDD and Record-keeping requirements)
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Risk-based Approach (RBA) 

 Institutional Risk Assessment
 To identify, assess and understand the ML/TF

risks of the MSO itself
(AMLO Guideline 2.2 – 2.9)

 Customer Risk Assessment
 To assess the ML/TF risks associated with a

business relationship, e.g. customers to MSOs
(AMLO Guideline 2.12 – 2.15)
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Customer Due Diligence (CDD) Measures 

 CDD must be carried out at the outset of a business
relationship; before performing any specified
occasional transaction or when suspicion arisen in
the course of customer identification/verification
(AMLO Guideline 4.2)

 Additional Measures / Enhanced Due Diligence
(“EDD”) measures must be applied to high ML/TF
risk situations, e.g. Politically exposed persons
(“PEPs”)
(AMLO Guideline 4.9)
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Enhanced Due Diligence / Additional Measures 

 Obtaining additional information, e.g.
 Customer, e.g. occupation, volume of assets
 Source of funds or Source of wealth
 Reason for the transaction

 Updating more regularly the identification data of
customer/beneficial owner

 Requiring the first payment made by the
customer’s bank account
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EDD Measures 

 Management approval to commence / continue
the relationship

 Enhanced ongoing monitoring of the business
relationship: more and frequent controls applied
and selecting patterns of transactions that need
further examination
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Ongoing Monitoring 

 MSOs must continuously monitor its business
relationship with a customer in two aspects:

 Ongoing CDD

 Transaction monitoring
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Ongoing Monitoring 

 Ongoing CDD
 Reviewing from time to time the documents,

data and information relating to customer

 Ensuring the obtained CDD information up-to-
date and relevant

 Developing policies and procedures on the
frequency of periodic review
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Ongoing Monitoring 

 Transaction Monitoring
 Scrutinizing transactions to ensure that they are

consistent with the customer’s risk profile
 Identifying transactions that are complex, large in

amount, of unusual patterns and transactions
with no apparent economic or lawful purpose

 Maintaining adequate and effective transaction
monitoring systems and processes
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Ongoing Monitoring 

 Risk-based approach to Transaction Monitoring:
 The extent of monitoring should be

commensurate with the ML/TF risk profile of a
customer

 Additional measures must be taken when
monitoring business relationships that pose a
higher risk
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Ongoing Monitoring 

 Systems and Processes should be developed by
considering the following factors:

 Size and complexity of its business
 ML/TF risks arising from its business
 Nature of its systems and controls
 Monitoring procedures existed to serve other

business need
 Nature of the products and service provided
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Ongoing Monitoring 

 If there are any grounds for suspicion, MSOs should:

 obtain explanation of transaction/activity

 document the findings/outcomes of steps taken

 record the rationale of any decision made

 file Suspicious Transaction Report with the JFIU
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Ongoing Review 

 Adjust risk assessment of a particular customer
from time to time or based upon information
received from a competent authority

 Review the extent of the CDD and ongoing
monitoring to be applied to the customer

 Keep policies and procedures under regular
review and ensure risk mitigation procedures and
controls run effectively
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Internal Monitoring System 

 Conduct regular audits

 Review and update of risk controls

 Provision of regular and timely information to
senior management

 Training of employees on legal responsibilities
and risk alert

15



Compliance Inspection

 Section 9 of the Anti-Money Laundering and Counter-
Terrorist Financing Ordinance

 For ascertaining compliance with any provision of the
Ordinance / any notice or requirement given or imposed /
any condition imposed
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Authorized person may
 enter the business premises

 inspect, copy or record details of any record/document
relating to the business carried on or any transaction

 Inquire the MSO or any other person who may have
information relating to/in possession of any record or
document

Compliance Inspection
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 Written notice

 Transaction period

 Transaction summary
(e.g. sender, receiver,
amount, reference
number… etc in
spreadsheet format)

Specified record/document at specified time and place
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 Documentary review

 Process walk-through

 Interviews and inquiry

 Inquiry at connected parties

 Sample-based testing

What our officers will do
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Statutory Obligations

 To give access / produce to authorized person
and verify the record or document within the
time and at specified place

 To answer any question regarding the record or
document (if without knowledge - fact and
reason by statutory declaration )
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Statutory Obligations

Violation:
 on conviction on indictment - fine of $200,000

and to imprisonment for 1 year; or

 on summary conviction- fine at level 5 ($50,000)
and to imprisonment for 6 months.
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- The End -

Thank you !

Contact Information

Tel : 2707 7837
Email : msoenquiry@customs.gov.hk
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