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This presentation is intended to provide information of a general
nature that is not based on any specific circumstances. It is not
intended to cover all requirements that are applicable. For enquiries
related to specific situations, please seek professional advice as
appropriate.
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Recording, redistribution or modification of this webinar or the presentation materials without
prior consent of the Commerce and Economic Development Bureau is strictly prohibited.
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To raise a question...

SEFIMA (RIS ThAE, BAIMAGIRR,

Make use of the Q&A function to raise a question. What is proliferation financing?

18:03
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Audio Settings ™ - (2 .1

Ratse Hand T

Please input your question
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(AEEAAZ IR =& 7
What is proliferation financing (PF)?

o WIBTTEN R RIGHERAVEF -
Definition provided by the Financial Action Task Force (FATF) —

providing funds or financial services in whole or in part

manufacture, acquisition, possession, development, export, trans-shipment, brokering,

transport, transfer, stockpiling or use of nuclear, chemical or biological weapons

their means of delivery and related materials

1 Source: https://www.fatf-gafi.org/media/fatf/documents/reports/Status-report-proliferation-financing.pdf
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AISBS T BT, 2

What is targeted financial sanction (TFS)?
o MIEATEIR ISRV T - T BLGRAE ) B ES HER R B A S A B

FATF's Recommendation 7 — “Targeted Financial Sanctions related to Proliferation” —

o FURB R TEHE R B - DUR BB G B2 g et 07 1RG5 T B SR i i iy L
Requires jurisdictions to implement TFS to comply with UNSC Resolutions relating to the prevention of
proliferation of weapons of mass destruction

funds or other assets

any person or entity designated
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What is targeted financial sanction (TFS)?

« M BTE R IRV - KNikE IR asiEa Rl = e LU N W (E ISR

At the FATF level, PF relates only to the following countries —

@

SRR £ A RAIE (T ) -

The Democratic People’s Republic of Korea

b . Iran
(DPRK, more commonly known as “North Korea”)
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What is targeted financial sanction (TFS)?

o %jﬁﬁ‘%ﬁ IS B & B 2o B e g N Y B RE  F BAAH R Y22 & & e
PF TFS taritfonly persons or entities designated by the UNSC committees related to the
DPRK and Iran

fEH AL EHER % ST HEA
Reglme Designated persons Designated entities Last update on

=)o 2020E5H11H
DPRK 11 May 2020

R EH 2 23 61 2016 F1H17H
Iran 17 January 2016

1 Source: https://www.un.org/securitycouncil/sanctions/1718/materials
2 Source: https://www.un.org/securitycouncil/content/2231/list
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COUNTER-PROLIFERATION FINANCING REGIME IN HONG KONG
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Relevant laws

S BRI ( FEEGIESI7E )

United Nations Sanctions Ordinance
(Cap. 537)

TS (R T TN EELEIEY ) AP e I (f S TR & — (P ) P
United Nations Sanctions United Nations Sanctions (Joint Comprehensive
(Democratic People’s Republic of Korea) Regulation ! Plan of Action—Iran) Regulation ?
J Y,

1 Source: https.//www.elegislation.gov.hk/hk/cap537AElen?INDEX_CS=N
2 Source: https://www.elegislation.gov.hk/hk/cap537BV!en?INDEX_CS=N
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SRR - (B R

Targeted financial sanctions (TFS) — Requirements under Regulations
o RIS BRI RG] T AR -

According to the Regulations under the United Nations Sanctions Ordinance —

c MR LU ALECERGR It R B S - HA B & e @B &R

NOT to make available or deal with funds, other financial assets or economic resources of:

a) BR SRl e eI N LEE R K

individuals or entities designated by the United Nations Security Council; and

b) R EHE ~ 7 BN TR AR L E R

individuals or entities acting on behalf of, or at the direction of (a); or entities owned or controlled by (a).
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Relevant laws

AR RE R (IRURIBAVES] ) BH ( FRAEMSE526E )

Weapons of Mass Destruction (Control of Provision of Services) Ordinance
(Cap. 526)
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Updating of sanctions list

o WIS B Ze B & FE O HLE A B - R e S B i
FE R E R EE () SCrlE (FRAE)

If the UNSC updates its sanctions lists, the Commerce United Nations SecuriigBamcil. ™%
and Economic Development Bureau will publish the e g
updated list on website (for DPRK), or in the gazette (for |t
Iran)
o BOFTHVA B —EET]E - AHEHVET S A BRI E
AR AR
Once the updated list is published, the relevant TFS will
be in force in Hong Kong https://www.cedb.gov.hk/citb/en/policies/united-

nations-security-council-sanctions.html

o [EART AAIZESAHRBASIZE > ATHIE R = B AR T
Anyone who contravenes the relevant sanction is liable
to fine and maximum imprisonment for 7 years
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FATF'S REQUIREMENTS FOR PROLIFERATION FINANCING
RISK ASSESSMENT
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FATF’s Requirement for Risk Assessment

- B TR IR — - | EbeE S R E :
Jit JEUs R AT 7R &3l

Identify

FATF Recommendation 1 - “Assessing Risk and
Applying Risk-based Approach”

o JHEA ~ S R

Should identify, assess and understand risks

Va _\\/, \ N2 A N\ 2 D > \Z\‘m A
 GETTREUEEHEHE - SR B R s Ut
A[EEZ 7K

Develop appropriate measures to mitigate the
risk to a lower or acceptable level

Understand
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PF Risk Assessment

o WIS TEN R 4058122020510 H imaE (ZE | sk —
FATF has adopted amendments to Recommendatlon 1 - “Assessing Risk and Applying Risk-

based Approach” in October 2020

Proliferation
Financing

j(} LX{%jj:E
e P
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A2 IR B e R & A fr a1 h
PF Risk Assessment
o A TEIR AR E S TR T KRG TR Es TR R E R 2

The PF Risk referred to in the FATF Recommendation 1 refers to —

breach, non-implementation or evasion

Recommendation 7

o 0] DUERL 2 E R AV S T P BRI s e & 3R TR T
May be done within the framework of a private sector entitly’s existing TFS and/or compliance
programmes

Bt R s R R P B
B Ay Et BT B
TFS implemented by UNSC
against DPRK and Iran
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PF Risk Assessment
« BEER RAMTHEE AR TTEEE DL TR IR

The risk of potential breach or non-implementation may materialize in the following
situations —

© B EREA A

Weak customer due diligence procedures

© RAFHERE
Weak on-going monitoring processes

© BTHISRE

Lack of staff training
o AN —BEUGHERER S BT

Irregular or inflexible screening procedures
© %ﬁiéfﬁ%ﬁ%

General lack of compliance culture

August 2021 WEBINAR ON PROLIFERATION FINANCING RISK ASSESSMENT AND MITIGATION



KSR e iEa A & a5 T
PF Risk Assessment
o VBN AR R R E RS TTREAE DA MBI

The risk of potential evasion may materialize in the following situations —

° I AN LB E RS 22 R e A

Use of shell or front companies by designated persons or entities

° fErF

Dummy accounts
° fEHST

Fraudulent intermediaries
B

Fraudulent businesses
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PF Risk Assessment

HEIIHE L

Vulnerability

/)

RE A FHECA] FE SCRPEEAZE R ~ Ak
17 skt MR BRI Sy B9
Matters that can be exploited or that may
support or facilitate the breach, non-
implementation or evasion of PF-TFS

A ECE I RE kAR ~ 2 K T TERA BRI
KA FRAERE R R FE I A e i

Designated persons and entities previously
caused or with the potential to evade, breach

or exploit a failure to implement PF TFS

G e H A B E e E e E ENIR &
Outcome where funds or assets are made
available to designated persons and entities
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Potential source of information for identifying PF risks

C NESEEE D RS AR (AR« RS R TR
BIE A MRV E R Sectoral reports published by regulators
Firm and group-wide databases containing el g
customer due diligence (CDD) information (in o [FZRERITE

particular information related to beneficial Information sharing from other members of the
ownership) industry
o EE R S E LA 540 8% o WBTTEN T RIAHEE A et s
Transaction records involving the sale of dual- FATF Mutual Evaluation Reports
se goods or good subject to export control sl — 1 pe
use goods or good subject to export ¢ - BTSRRI A SRS - e
. B S EE S N PRSI AY AT ~ TRrEE R .
United Nations Panel of Experts Report Databases of public authorities e.g. Companies

o . N Registry, registers maintained by regulators,
o (GEFEREBU 7T E e E R a1 ) Land Registry
Hong Kong Money Laundering and Terrorist

Financing Risk Assessment Report ° ﬁ:ﬁ%éﬂﬁﬁ
Commercial database
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Risk Ind/cators
« B FPERHE f i

Customer Profile Risk Indicators

c BFAGEERGEAEEED - siERERSEHE A S N e BV E R 7
Did the customer provide vague or incomplete information about their proposed trading activities
during customer on-boarding due diligence?

c FFEEMET - gE A RERMEERINER 2

Is the customer reluctant to provide additional information about their activities when queried?

- FEBEEMREE > FF (WERF IR TIEEHE ) &N REHE A E S E T ?
At due diligence stage, does any customer (or the owners or senior managers of an entity customer)
appeared in sanctions lists or negative news?

© BPERBURE AT A TS - T EDMW A R E R 5 2
Is the customer affiliated with a university or research institution, and involved in the trading of dual-
use goods or good subject to export control?

August 2021 WEBINAR ON PROLIFERATION FINANCING RISK ASSESSMENT AND MITIGATION



HB E'R

Risk Indicators
o PO G EEhE e

Account and Transaction Activity Risk Indicators

° HEPIRBUNERC SR IR o T ARE R N E BERECTEEIR A S 2
UBHBEAYREAR 7 - 8O B IR AR NS H &5 eR 2

Are there any signs that indicate a customer, declared to be a commercial business, conducts
transactions that suggests they are acting as a money-remittance business or a payable through
account? Such as rapid movement of high-volume transactions, small end-of-day balance without
clear business reasons, etc?

© R ERIERE ARSI G TR SRR T RE A R 2. (BIRAEEEtRe ) 2
Is the originator or beneficiary of a transaction is a person or an entity domiciled in a country of
proliferation concern (i.e. DPRK and Iran)?

© XoemESRIM A EMmD - 2 ERIBVY)ImeE R R LS © 8 - B IR SeECEERY
FE O ?
Does the transaction involve dual-use goods or goods subject to export control goods or complex
equipment. If so, does the customer have congruent technical background or stated line of activity?
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Vulnerability
o« TBHIGERE NG < PR

Structural vulnerability of Hong Kong

~ BRI + AT AT g B L B g Ik
International financial centre (IFC) Not subject to any UNSC sanctions
— B o ELAt B PR s A o oA A R R + A BT
Geographically closer to DPRK and Iran than Strong governance
some other IFCs e T2
\ \ N + RERETTERK
- z‘i/\ﬁ?%&kﬂzﬁﬁﬁ.@%% . Low crime and corruption rate
Ease of market entry and company formation IS
Y bany + AR

Effective legal framework

+ BT A ek B
Timely implementation of UNSC sanctions
+ AREJTETEMENI B E
Ability to conduct complex financial
investigations
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Vulnerability
- TTHMEITTZ R

Sectoral vulnerability

—ERARAE T B s PR & R b
Low PF risk awareness

— BB BRI E KA e

Low understanding of TFS requirements
- AR E

Overall weak culture of compliance
- B EHERE

Complexity of funds movement
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Vulnerability
o« BFHETS L

Customer vulnerability

- RESEEEF
High number of high risk customers
~ EEHEBEA S
Often carrying out cross-border transactions
- EANBORRZHE - REfTSE

Involving legal person or arrangement, or acting on their behalf
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Vulnerability
« XEHETS L B

Transaction vulnerability

- REEEE S
Large number of high risk transactions
- BBERG ?
Cross-border transactions?

— LSRR N E] 7
Involving multiple shell or front companies?

—RE ~ EHECH AV R B MR BB B TR R B SR e B/aS M

Originating from, transiting through or designating overseas jurisdiction with weak implementation of TFS
obligations or FATF standards

— BIRL A TR

Unrelated to private sector firm’s stated business profile
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AFs {5 ) Bl Al S Elfa s TS

Reference materials for PF Risk Assessment

- ABTTENRTRIAHER S 56 H 38R (AR5 I as = ml =

bt S SR HEE T )
FATF published a Guidance on PF Risk Assessment and

Mitigation in June

%ﬁ%%ZKE§E§HuQ7TN&& TP E20184 R4 H83kmy (DRse

i &SRR m e )
For the current ML/TF/PF risk of Hong Kong, please refer to the

Hong Kong Money Laundering and Terrorist Financing Risk
Assessment Report published in April 2018

E&ﬁ“‘gjriﬂ#—rﬁ%ﬁf“ SERF ‘{ ( 5’5&)&2@ i rEEEE

Fﬁk%ﬁgﬁﬁﬁi> THE T SRR 5 R e A &
H o Bz

The Government will publish the second Hong Kong Money

Laundering and Terrorist Financing Risk Assessment Report by

end of this year, which is expected to include a separate

chapter on PF
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ACTIONS TO MITIGATE PROLIFERATION FINANCING RISKS
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Mitigating PF Risks

o MBS TEN R Bl SH AR K PR & ~F EL B HE Tt DASR e e

FATF Standards require commensurate steps be taken to mitigate PF risks identified

o SRR v.s. FRAREE FE
Risk mitigation v.s. risk avoidance

° BREFET
Financial exclusion

o SHBEEAN LS SRR
Denial of access to financial services for those who need it

o TR R A A AEG A e B e R i RS R A R RS
Customers may seek services from unregulated providers or providers without robust risk control
measures

- NamEbEER - SRR EESERT (ET) ZORMSHE MM Bz
Nevertheless, full application of TFS as required by Recommendation 7 is mandatory in all
cases
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Mitigating PF Risks
o U780 N L ERE RS A (L e R A

Never establish any business relationship with designated persons or entities

o YEFFA Y ERE T

Maintain effective screening system
© BREBEETE - K

Adequate, timely customer due diligence

C XAEERE
Adeguate transaction monitoring

© ALERITIE

Adequate record keeping

© FORHER PREFF ST

Up-to-date database

August 2021 WEBINAR ON PROLIFERATION FINANCING RISK ASSESSMENT AND MITIGATION



iR AE A RS TR e R s A & JE e
Mitigating PF Risks
- WHFRE » [EIaEmEL

Conduct enhanced due diligence if necessary

- BEE

Customer identity

° BIZERA(RAYIEE SO

Intended nature and reasons of business relationship

© B E AR

Source of funds or wealth

- FoKEPEHE A BRYEEA HE R SER %

Approval of senior management to commence or continue business relationship

o NSRS ¢ W IEZEIE TR ARR KB H

Enhanced monitoring by increasing timing and number of controls
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Mitigating PF Risks
- BT A%k

Training for staff

© G LAE

Compliance

© XS R
Transaction screening and monitoring

° B PR (R

New customer on-boarding

© FHEE PR A

Ongoing customer relations

- WHEERE - JES R MRS & HHHIESC A 58650 Z i s
If you have any suspicion, please consider submitting a suspicious transaction report (“STR”) to
the Joint Financial Intelligence Unit
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Reference Materials
o T S SO A R S ARG — W B A B g A R

Website of the Commerce and Economic Development Bureau — Page on UNSC sanctions
https://www.cedb.gov.hk/citb/en/policies/united-nations-security-council-sanctions.html

- (BESERAW S TE SRR ERE)
Hong Kong Money Laundering and Terrorist Financing Risk Assessment Report
https://www.fstb.gov.hk/fsb/aml/en/risk-assessment.htm

o MABEATEIR RIAHES (OGS T Es s Rl & e b s e 4% fEf551) (2021426 H )
Guidance on PF Risk Assessment and Mitigation by FATF
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-Financing-
Risk-Assessment-Mitigation.pdf

- B TEN R R4S (FTEBEIGRE IR ESREfE5]) (201842H )
Guidance on Counter PF by FATF
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Countering-Proliferation-
Financing.pdf
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Q&A SESSION
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W4 Commerce and Economic Development Bureau
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