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Tipping off
SSAG). |76 Ttis an offence (Tippig off ) fo reveal fo any person any information which might
DIROP & prejudice an investigation; if a customer is told that a report has been made, this
0sco, would prejudice the investigation and an offence would be committed. The tipping-
s12(5) off provision includes circumstances where a suspicion has been saised intermally
UNATMO within an MSO. but has not yet been reported to the JETU
CONTENTS AML/CFT lation to suspicions transactio ortin

An MSO shovld implement appropriate AML/CET Systems in order to fulfil its
statutory reporting obligations. and properly manage and mitigate the risks

Page associated with any customer or transaction involved in an STR. The AML/CFT
2 Systems should include:
Chapter | Ovwerview 1 ¥
Chapter?  Rish-based approact & (a) appoiniment of an MLRO (see Chapter 3);
(b) implementing clear policies and procedures over internal reporting, teporting to
Chaptord  AMLICET Systems, o the JFIU. post reporting risk mitigation and prevention of tipping off. and
(c) keeping proper racords of intemnal reports and STRs
Chapterd Customer duc df 13
An MSO should have measures in place fo check. on an ongoing basis, that its
Chapler 5 COmgoing monitoring. 41 AML/CFT Systems in relation fo suspicious transaction reporting comply with
. . relevant legal and regulatory requirements and operate effectively. The type and
Guldellne on Chapier 6 Terroris., linancing, nancial sanctions and prolileraion finaning 44 extent of the measures o be’lake?l should be appml;me having mgy;ud to tl?em;lsk of
P » ‘ , ML/TF as well as the nature and size of its business
Anti-Mon ey Laund ering an d Chapter 7 Suspicious transaction reports and law enforcement reyuesis....... 4§

5 " 5 — - ” Money laundering reporting afficer
Counter-Fmancmg of Terrorism = i 79 An MSO should appeint an MLRO as a cental reference point for seporting
Chapter 9 iz suspicious transactions and also as the main point of contact with the JFTU and law

enforcement agencies. The MLRO should play an active 1ol in the identification

Chapter 10 Wire transfers 58 and reporting of suspicious transactions. Principal functions of the MIRO should

(For Money Service Operators) T — ) - include having oversight of

(a) review of internal disclosures and exception reports and. in light of all available

Appendix A lllustrative examples 64 relevant information, determination of whether or not it is necessary to make a
report to the JFIU;

(b) maintenance of all records related to such internal reviews; and

(¢) provision of guidance on how to avoid tipping o

Cilossary of key terms and i 66

Identifying suspicious fransactions and internal reporting

An MSO should provide sufficient guidance to its staff to enable them to form
suspicion o to recognise the signs when ML/TF is taking place. The guidance
should take into account the nature of the transactions and customer instructions that
staff is likely to encounter, the type of product or service and the means of delivery.

. 711 ‘AnMSO may adopt. where applicable, the “SAFE~ approach promoted by the JEIU.
November 2018 which includes: (a) screening the acconnt for suspicious indicators; (b) asking the
customers appropriate questions; (c) finding out the customer’s records; and (d)
evaluating all the above information. Details of the “SAFE” approach are available
at JFIU"s website (www.jfiv. gov.hi

7.12 An MSO should establish and maintain clear policies and procedures to ensure that:
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Anti-Money Laundering and Counter-Financing
of Terrorism (AML/CFT) Systems

e Core mind-set: RBA

e Adopting a risk-based approach to establish and
implement adequate and appropriate AML/CFT
systems

> to ensure that proper safeguards exist to
mitigate the risks of ML /TF

> to prevent a contravention of any requirement
under Part 2 or 3 of Schedule 2 to the AMLO (i.e.
CDD and Record-keeping requirements)
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Risk-based Approach (RBA)

e Institutional Risk Assessment

> To identify, assess and understand the ML/TF

risks of the MSO itself
(AMLO Guideline 2.2 - 2.9)

e C(Customer Risk Assessment

> To assess the ML/TF risks associated with a

business relationship, e.g. customers to MSOs
(AMLO Guideline 2.12 - 2.15)
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Customer Due Diligence (CDD) Measures

e CDD must be carried out at the outset of a business
relationship; before performing any specified
occasional transaction or when suspicion arisen in

the course of customer identification/verification
(AMLO Guideline 4.2)

e Additional Measures / Enhanced Due Diligence
(“EDD”) measures must be applied to high ML/TF
risk situations, e.g. Politically exposed persons
(“PEPs”)

(AMLO Guideline 4.9)
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Enhanced Due Diligence / Additional Measures

e Obtaining additional information, e.g.

» Customer, e.g. occupation, volume of assets
> Source of funds or Source of wealth
> Reason for the transaction

e Updating more regularly the identification data of
customer/beneficial owner

e Requiring the first payment made by the
customer’s bank account
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EDD Measures

e Management approval to commence / continue
the relationship

e Enhanced ongoing monitoring of the business
relationship: more and frequent controls applied
and selecting patterns of transactions that need
further examination
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Ongoing Monitoring

e MSOs must continuously monitor its business
relationship with a customer in two aspects:

> Ongoing CDD

> Transaction monitoring
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Ongoing Monitoring

e Ongoing CDD
> Reviewing from time to time the documents,
data and information relating to customer

> Ensuring the obtained CDD information up-to-
date and relevant

» Developing policies and procedures on the
frequency of periodic review
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Ongoing Monitoring

e Transaction Monitoring

> Scrutinizing transactions to ensure that they are
consistent with the customer’s risk profile

> ldentifying transactions that are complex, large in
amount, of unusual patterns and transactions
with no apparent economic or lawful purpose

» Maintaining adequate and effective transaction
monitoring systems and processes
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Ongoing Monitoring

e Risk-based approach to Transaction Monitoring:

> The extent of monitoring should be
commensurate with the ML/TF risk profile of a
customer

» Additional measures must be taken when
monitoring business relationships that pose a
higher risk
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Ongoing Monitoring

e Systems and Processes should be developed by
considering the following factors:

Size and complexity of its business
ML/TF risks arising from its business
Nature of its systems and controls

YV V VY V

Monitoring procedures existed to serve other
business need

» Nature of the products and service provided
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Ongoing Monitoring

e If there are any grounds for suspicion, MSOs should:

> obtain explanation of transaction/activity
» document the findings/outcomes of steps taken
» record the rationale of any decision made
» file Suspicious Transaction Report with the JFIU
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Ongoing Review

e Adjust risk assessment of a particular customer
from time to time or based upon information
received from a competent authority

e Review the extent of the CDD and ongoing
monitoring to be applied to the customer

e Keep policies and procedures under regular
review and ensure risk mitigation procedures and
controls run effectively

AR

\ % Customs and Excise Department

14



"

Internal Monitoring System

e Conduct regular audits
e Review and update of risk controls

e Provision of regular and timely information to
senior management

e Training of employees on legal responsibilities
and risk alert
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Compliance Inspecti

e Section 9 of the Anti-Money Laundering and Counter-
Terrorist Financing Ordinance

e For ascertaining compliance with any provision of the
Ordinance / any notice or requirement given or imposed /
any condition imposed

N
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Compliance Inspect

Authorized person may
e enter the business premises

e inspect, copy or record details of any record/document
relating to the business carried on or any transaction

e Inquire the MSO or any other person who may have
information relating to/in possession of any record or
document

D
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e Transaction

e Written notice

e Transaction period

summary
(e.g. sender, receiver,
amount, reference
number... etc in

spreadsheet format)

T AR

Customs and Excise Department

Specified record/document at specified time and place

3 CUSTOMS AND EXCISE DEPARTMENT
BFHEEMHW HONG KONG
IR TR Money Service Supervision Bureau
FUHEFLER SRR 1958 Units 1218-22, 12/F, Nan Fung Commercial Centre,

19 Lam Lok Street, Kowloon Bay, Kowloon.

B 1248 121822 &

" owref: NN

v r

Date: I

Dear Sir/Madam,

Routine Inspection pursuant to section 9 of the
Anti-Money Laundering & Counter-Terrorist Financing Ordinance (‘AMLO”)

Chapter 615, Laws of Hong Kong

Pursuant to section 9 of the AMLO, I am writing to inform you that the following authorized
person will conduct a routine inspection in relation to the compliance requirements of a licensed Money
Service Operator namely RN v (s s follows:

Date

‘Time
Address Units 1218-22, 12/F, Nan Furig Commercial Centre,

19 Lam Lok Street, Kowloon Bay, Kowloon. .
Avthorized Person

For the purpose of the inspection, you are required to bring the following documents and records
relating to the money service business carried on, or any transaction carried out, by
h to the above address as scheduled.

Documents/Records Transaction Period
(1) Business Plan
(2) AML Policy Statement
(3) Customer Records (Full Set)

(4) Transaction Summary (Full Set)
(5) Transaction Records (Full Set)
(6) Bank Statements (Full Set)

For the customer and transaction records, please refer to Chapter 8 of the Guideline on

Anti-Money Laundering & Counter-Terrorist Financing.

Please note that late provision of the required documents is considered as failure to comply with
section 9(3) and 9(5) of the AMLO, i.e., to produce the documents or records within the specified time and
place as well as to answer questions as raised by the authorized persons, you are liable to be prosecuted
under section 10 of the AMLO and shall be liable on summary conviction to a fine of $50,000 and to
imprisonment for 6 months.

Should you have any question, please contact | N llll = 2707 7]l during office hours.

Yours sincerely,

( )
for Commissioner of Customs and Excise

Acknowledge receipt by : Date :

(Signature and Business Chop)

'USTOMS AND EXCISE DEPARTMENT
HONG KONG
Money Service Supervision Burcau
its 1218-22, 12/F, Nan Fung Commercial Centre,
19 Lam Lok Street, Kowloon Bay, Kowloon.
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What our officers will

e Documentary review

e Process walk-through

e Interviews and inquiry

e I[nquiry at connected parties
e Sample-based testing
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Statutory Obligations

e To give access / produce to authorized person
and verify the record or document within the
time and at specified place

e To answer any question regarding the record or
document (if without knowledge - fact and
reason by statutory declaration )
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Statutory Obligations

Violation:

e on conviction on indictment - fine of $200,000
and to imprisonment for 1 year; or

e on summary conviction- fine at level 5 ($50,000)
and to imprisonment for 6 months.
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- The End -

Thank you !

Contact Information

Tel : 2707 7837
Email :msoenquiry@customs.gov.hk
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