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+An Overview of Telephone Deception in HK;

+The vulnerability of MSOs;

+HKPF's Initiatives:

+Recommendations by the Force Designated Unit.
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Regional Crime Unit, Team 3, Kowloon East

 Force Designated Unit;

« Monitoring TD crime situation in HK;

e Coordinate the investigation of all TD cases occurred
In HK;

e Gather and analyse the TD intelligence;

 Formulate strategies in combating TD crime,;

» Disseminate useful information to the other departments
and the members of public;

* Give expert opinion in the Courts of Hong Kong
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Telephone Deception Trend

Number of Telephone Deception Report in HK
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Telephone Deception Trend

Monetary Loss (in HK$ million)
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Telephone Deception Trend

Monthly Breakdown of TD Report Distribution by MO
(2015 — Jul 2017) (Jan — Aug 2018)
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Telephone Deception Trend

2017 2018 Comparison
Jan-Aug |Jan - Aug
Telephone Deception 684 269 -415 | -60.7%
Cases
Monetary Loss 194.02 17.44 -176.58 | -91.0%
(HK$ million)
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Flow of Crime Proceeds

 Remittance via MSOs to designated
Mainland bank accounts

e Transfer to victims’
Mainland bank account

e Local bank transfer
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Common Modus Operandi of TD

e “Guess Who”
e “Detained Son”

e “Pretend Officials”
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“*Guess Who”
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“*Guess Who”
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“Detained Son”
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“Detained Son”
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“Pretend Officials”
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“Pretend Officials”

1st layer
Pretend bank/utilities/telecom/express staff / Immigration
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Vulnerability of MSOs

e Characteristics of MSOs:

- Convenience

- Quick

- Low cost

- Simple Transaction Process

e Difficult in identifying suspicious transactions

* Weak mechanism in handling and reportmg

susplmous transactlons e
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Initiatives of HKPF
Operation APPLESHINER

 Organized and coordinated by the Regional
Crime Unit Kowloon East since Jun 2013

* |Increase public awareness in TD

e Enhance alerthess of the MSOs
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Initiatives of HKPF

Scams Response Teams

 Special Liaison Mechanism for Reporting

Suspected Scams/ Suspicious
Transactions

 Police District based




I-Deception Coordination Centre (ADCC)

Rolled-out on 20t Jul 2017 ADCC

Anti-Deception Coordination Centre
REFSERPD

jective

oordinates response in prevention and detection of
yrevalent deception and fraud

4/7 service of an “Anti-Scam Helpline 18222” to the public

4/7 consultation and assets recovery services to the Force
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Coordination with the Police

xercise Due Diligence

Since 2013, 129 cases terminated
due to the alertness of the MSOs,
total stopping $32.21M

oordination with the Police
Whereabouts of the crime proceeds
Suspicious Transactions
Suspicious Mainland bank account ——

all
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Recommendations

Identify potential
Record keeping victims
& culprits

Suspicious Delay/ Reject/

Transaction Terminate
Reports Suspicious Remittance
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Recommendations

Report to the Police

Urgent | Non-urgent

Scams Response
Team
Police Station “
Police officer
on patrol
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